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We aspire to be the

of INNOVATIVE AND IMPACTFUL SOLUTIONS
that solve diverse and complex problems
in the DIGITAL PAYMENTS and FINANCIAL
SERVICES Sectors the World Over.
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Open Connect Middleware
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Variations of Use Cases Covered Across various Open Connect Deployments

= Online merchants
= Government services
= Bill payments

T = Pay by QR/ Bulk QR
My = RTP/Bulk RTP
= Pay by Card
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Product Introduction and Overview

OpenConnect is a robust integrated middleware platform based on the Advanced Message
Queuing Protocol Rabbit MQ, this makes it Horizontally Scalable and Cloud Ready from the
get-go. The platform is already widely used for integration between Payment Systems, Core
Banking Platforms, Wallet Platforms and Digital Channels
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FLEXIBLE MONITORING SECURE

Support for multiple industry standards,
such as: Message Based - 1S08583,
1IS020022 as well as proprietary formats

Monitoring of transaction messages with
latency and turn around statistics and
monitoring of queues

Supports Mutual TLS for transport layer
security (TLS 1.3), JWT (JSON Web Tokens
2FA), as well as other security standards.

» API Based (Rest, SOAP/XML, JSON) * Monitoring of transaction messages

ISO 8583 & I1SO 20022

Fixed length

Store procedure calls

Proprietary & Legal message
formats

Microservices API

Support both Asynchronous and
Synchronous message processing
Store and forward module (SAF
mechanism for guaranteed delivery)

with latency and turn around
statistics

Monitoring of queues

Health Monitoring of network
connections

Elastic search and Kibana algorithms
used for monitoring logs

* Advance Support of Mutual TLS for

transport layer security (TLS 1.3),
JWT (JSON Web Tokens) and other
security standards.

Supports message integrity through
checksum generation and
verification

* Complete auditing for all messages
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Rabbit

Core message queuing
engine is widely used
and benchmarked for
more than 1 million
messages per second.

Configurable

It supports
configurable routing
that can be set up
based on a single field
& combination of fields.

Message flow
configuration to
support standard
message integration
patterns.
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Product Introduction and Overview
BACK-OFFICE OPERATIONS

* Role Based User Management Module
Basic Transaction Monitoring and Reporting Module
v Transaction Searching/Reports
v'User Reports
v' Audit Trail
* Reporting
« SMS/E-mail Integration and Management
« SAF (Store & Forward)
* Monitoring & Management

* Return Payment & Request to Return Payments
* Bulk Payment
* Directory Services

v For Alias based payments, Open Connect can host the Alias-Account Mapping so
that the transaction requests received from MPG with Alias can be transformed
into account-based requests and send to respective system.

* Channel Management

v’ Interface for channel parameter management
* PKI Certificates and Key Management
v'Management of PKI related parameters
« Customer/Channel limit management
v’ Optional module to add customer/channel limits on different transaction types.
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Open Connect High Level Architecture

PAYMENT SCHEMES

VISA @ 7] Paypak

OPEN CONNECT
Security Protocols Mutual TLS/JWT/PKI PAYMENT SERVICE PROVIDER

REST/SOAP APIs ISO 20022 Connectivity 1
ISO 8583 Connectivity Stored Procedures %
® )

Remote Procedures Customized Interfaces
BILL AGGREGRATOR INTERFACE

Transformation Engine

WALLET SYSTEM
- Role based User Mgmt Limit/Channel Mgmt {: \:}
m Monitoring/Reporting Dispute Resolution NON-FINANCIAL INTERFACE
Back Office Audit Logs

THIRD PARTY FINTECH/
PARTNER BANK PAYMENT SYSTEM

T &EOY FedNew WIS
Raast sarie CASH IN/OUT NETWORK
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GRAFANA Dashboard

TRANSACTION DASHBOARD

Home > Dashboards

o Transaction dashboard is a comprehensive platform providing
Total Incoming Transactions G Total Approved Incoming Transa... Total Rejected Incoming Transac... Success Ratio of Incoming Transacti... re a l-_t i m e Vis u a lizat i 0 n S a n d a n a lyt i CS fo r o Ut b 0 u n d a n d

4834 41517 inbound payments.

Total Incoming Amount Total Approved Incoming Amount Total Rejected Incoming Amount... : i v/ B E N E F I TS'
PKR. 83.2 mil PKR. 72.7 mil PKR. N .

Total Outgoing Transaction (1 min) Total Incoming Transaction (1 min)

Real-time Visibility: A Grafana dashboard allows you to always

600

. keep an eye on the state of your systems. This can assist in
e L S identifying any concerns as soon as they appear, enabling the
et ; company to move swiftly to address them.
100 Performance Optimization: The metrics gathered by
) o s B e o ; Prometheus and shown on the Grafana dashboard might offer

= Approved == Rejected = Approved == Rejected

information on how well the company's systems are
performing. With this knowledge, the company may adjust its
4473 4371 N systems to guarantee that they are performing to their full

) Q (- potential.

Total Outgoing Transactions Total Approved Outgoing Transa... D Total Rejected Outgoing Transac... Success Ratio of Outgoing Transacti...

Total Outgoing Amount ( Total Approved Outgoing Amoun... Total Rejected Outgoing Amount...

PKR. 122 mit PKR. 116 mii PKR.
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OPEN CONNECT MIDDLEWARE

GRAFANA Dashboard

88 General / Cas Service ¥ @

Application | None v | instance | tmb-dashboard.paysyslabs.com:5090 v

v Basic Statistics

2.5 day

Start time

2023-02-25 03:05:39

Uptime Heap Used Non-Heap.
5.2 }

Total Requests Success Requests

195666 195664

Warning Requests

2

HTTP Server Requests Count

1,250,000
1,000,000
750,000

500,000

88 General / TMB Server Health Dashboard ¥ &

Host | All v P Al
System U... Total RAM CPU Busy
i
28.4week  39.24GiB  Used RAM Memory
e
/
CPU Cores chtjiowait. ||| USed MaxMount{/apps)
N
1 6 0 0 5 Used SWAP
. %
!
System Load
450
4
350
3
250
5: 8 19 15220 521
max  avg cu
== tmb-dashboard.paysyslabs.com:9100_1m 419 3.56 398
tmb-dashboard paysyslabs.com:9100_5m 365 343 365
Disk Space Used Basic
0.00%

@ Last3hours v+ Q & 10s v =]
Load Average CPU Usage
0 0.400
5 0350
10 0300
2 0250
0 500 |
12:30 13:00 13:30 14:00 14:30 15:00 0200 Ll
min max avg curent 0150
= Load Average [1m] 188 560 308 407
0.100
CPU Core Size 6 16 16 16
0500
12:30 13:00 13:30 14:00 14:30 15:00

Req/ Sec Failed Requests
min  max avg current

20 804 0 = System CPU Usage 0132 0392 0199 0227
. Process CPU Usage 00621 0183 0112 0128

HTTP Server Requests Sum HTTP Server Requests Max

500,000 25

400,000

l
" Uadin. dvil o ol

@ Last 5 minutes

1
‘ ‘ ‘ n I”‘
G sy B

(@ Server IP: tmb-dashboard.paysyslabs.com:9100 4 Update node_exporter 7 Update Dashboards [ Starsls Blog

Disk Space Used Basic(EXT4/XFS)

Filesystem 1P Mounted on Size Avail Used
tmb-dashboard Jabs.com:9100 1014.0
s 'mb-dashboard.paysyslabs.com: Jboot 8
MiB y
extd tmb-dashboard.paysyslabs.com:9100
PRy Jhome 48GiB 410 GiB 8.97%
extd tmb-dashboard.paysyslabs.com:9100 N - e
CPU Basic Network Traffic Basic
30.00% 0 M
g | Mo
10.00%
0.00%
1518 15:19 15:20 1521
max g cuments
== tmb-dashboard.paysyslabs.com:9100_Total 25.71% 22.21% 23.289
tmb-dashboard.paysyslabs.com:9100_User 20.10% 16.94% 17.52%
Memory Basic g Time Spent Doing I/0s
466 GiB 30ms

37368 25ms
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HEALTH STATUS DASHBOARD

This dashboard will be used to monitor the Health Status,
title fetch and direct posting apis. It will show you the
precise number of transactions that have been rejected and
accepted so you can determine whether the system and apis

are functioning properly.

BENEFITS:

Real-time Visibility: A Grafana dashboard allows you to
always keep an eye on the state of your systems. This can
assist in identifying any concerns as soon as they appear,
enabling the company to move swiftly to address them.

Performance Optimization: The metrics gathered by
Prometheus and shown on the Grafana dashboard might
offer information on how well the company's systems are
performing. With this knowledge, the company may adjust
its systems to guarantee that they are performing to their

full potential.
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What Have We Done In The Instant Payments Space
RAAST - Micro Payment Gateway @ SBP [2018]

We have served as Subject Matter Experts for the development of
requirements, selection of vendor, procurement, and implementation
of Pakistan’s Instant Payment Platform “RAAST".

Our Instant Payments Expertise

We excel not just in the tech behind Instant Payments
but the science, the rationale of What Really Makes
An Instant Payment Better Than A Deferred Cie and
under what circumstances the cost of instant is a

: . PRISM - Real-Time Gross Settlement System @ SBP [2021]
viable proposition.

We are the lead consulting firm that has developed requirements and
is in process of selection of vendor, procurement, and
implementation of the revamped RTGS platform.

Middleware provider of choice for connecting with Instant Payment System for 20 Financial Institutions. This is on both a hosted as well as
on-prem configuration
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What Have We Done In The Instant Payments Space

. . Subject Matter Experts for conducting the feasibility of
O Cross Boédertltntegra(;'c’t?lof R?AiTI‘(N'tth BUNA for integrating BUNA & RAAST to establish an instant payments-
emittance Lutfiows o Fakistan based remittance corridor. This is to serve as an alternate to
b a — JNddSt - the legacy correspondent banking-based remittance industry.
J/J Ak

RO s Subject Matter Experts for;

EYHSES U J P

SaudiCentral Bank « Review of existing landscape, market, and licensing regime.

* Review of payment system rules and governance structure of 4
relatively mature countries (UK, Canada, Singapore, and Hong Kong)

« Comprehensive report on analysis of current payment ecosystem and
drafting of regulations for PSPs and EMIs to accommodate PSOs/PSPs

>\ ||:B|_ Development of Core Scheme Rules in the first phase followed up with the

development of P2P Scheme Rules in the second phase.

Lead firm for the development of requirements, selection of a vendor,

procurement, and implementation of three distinct payment ecosystem
C SWITCH components at the same time,

* Hosted wallet platform.
« Payment Gateway
* Instant Payment Platform

e Careem Pay has chosen to partner with Paysys Lab to integrate with its
\'a reel l l system and the (CBUAE) AANI instant payment system.
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Easy Paisa Digital Bank Case Study
gy g g S g ! USE CASES
I Easy Paise Digital Bank has chosen us to Il
l . . . (I
V : implement Open Connect as the intermediary | | / |||
; interface between their infrastructure and PO ‘ &~
| system. (N """" —
I

easypaisa | i

______________________ I Bulk Request To Pay Payment To
——————————————————————————————————————— |Transfer ZACAN Merchant
I J
open U
|
|
Standard Rest API Security Protocols I
Interface (JWT, PKI, TLS) I
|
Remot(e:aPl;':rcedure 1S020022 Interface S—— |
PN -I=I-] :
— DAILY MONTHLY TO DATE
]]I ﬂ ]]I Stored Procedure API Caller (REST, Raast |
[ Caller SOAP) A A :
750,000+ illi 185 Milli
Telenor Bank’s . : | VOLUME 23 Million- enst
. Transactional Data Directory Service I
Core Banking -
3 VALUE 2 Billion PKR 55 Billion PKR 600 Billion PKR
Audit Logs :
|

TRANSACTIONAL THROUGHPUT OF SYSTEM




THANK YOU

Open Connect Middleware
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